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PRIVACY UPDATE - E-SAFETY ADVISORY 
 

The eSafety Commissioner has released an online Safety Advisory drawing attention to concerns 
about the misuse of photographs and videos in the online environment - Sharing school imagery in the 
age of AI: risks, deepfakes, and how to protect students and staff. The Privacy Compliance Manual will 
be updated to reflect these concerns in due course but in the interim this commentary will draw 
attention to some of the issues arising. 

1. RISKS OF SHARING PHOTOGRAPHS 

AI now enables images made available online to altered and misused. In particular: 

— photographs and videos published online may be copied, downloaded, manipulated or 
republished by third parties;  

— AI tools can be used to create deepfakes, face swaps, synthetic videos and other altered content 
from publicly available images;  

— once content is publicly available, schools have limited control over how it may be used by others.  

Photographs and videos of identifiable students or staff generally constitute personal information and 
should be managed accordingly. When schools wish to publish a photograph, they should consider 
whether to publish it on its website, which makes it broadly available to the public at large, or only on 
its intranet and thus confine it to the school community. In making this decision, they need to consider 
the purpose of the publication and the risks involved in making it available in each format. In some 
cases, it may be able to make it widely available without making the people in the photograph 
identifiable such as by blurring images, only showing groups or using rear views. Particular 
consideration may be required for school photographs and year group photographs, whether in hard 
copy or electronic form, especially where student or staff names and images appear together. A 
reminder to parents of the use of such images once in their possession may also be beneficial.  

2. CONSENTS 

If the school wishes to proceed with the publication, it should consider whether permission has been 
obtained for that particular use and whether existing privacy notices, collection notices and consent 
arrangements remain appropriate, including whether current consents should be more specific and 
renewed periodically. Broad permissions, previously obtained from parents to use photographs should 
be re-examined in the light of heightened security concerns. In particular, new permissions should 
draw attention to the possible risk of misuse. 

3. PLATFORM PRIVACY SETTINGS AND ARCHIVING 

In addition, the platform privacy settings of the school should be checked to ensure only intended 
users are able to receive or obtain otherwise access to the photograph. 

The archiving policy should also be kept under review so that photographs are kept no longer than 
necessary. Similarly, schools should review their approach to historical images, including whether 
older images held on school servers or websites should continue to be retained or made available. 

https://www.esafety.gov.au/newsroom/blogs/sharing-school-imagery-in-the-age-of-ai-risks-deepfakes-and-how-to-protect-students-and-staff
https://www.esafety.gov.au/newsroom/blogs/sharing-school-imagery-in-the-age-of-ai-risks-deepfakes-and-how-to-protect-students-and-staff
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Where third-party platforms are used, schools should be aware of how images are stored, shared and 
used, including any parent choice settings. This is particularly important where images are hosted 
overseas and additional privacy considerations may arise. 

4. SCHOOL POLICIES  

The risks created by AI technologies through potential misuse of photos and videos published online 
including deepfakes, face swapping, impersonations and nudification should be addressed by 
“education” programs on consent and online safety and updating student behaviour and acceptable 
use policies. 

Policies should also clearly set out the terms on which parents and carers have access to school online 
materials and the restrictions on the use and communication of those images. 

In developing school policies, schools will need to balance parental and student expectation relating 
to students achievements and the need to protect students from misuse of photographs. 

5. COLLECTION NOTICES AND CONSENT WARNINGS 

Collection notices and consents should flag the possibility that images may be misused and shared by 
others using artificial intelligence technologies to alter or manipulate the images without the school’s 
knowledge or consent. 

6. INCIDENT RESPONSE PLANS 

Incident response plans should be updated to cover a situation where harmful material appears. This 
would include referring to: 

— the need to preserve relevant evidence 

— reporting as necessary including to the Privacy Commissioner and the eSafety Commissioner 

— taking reasonable steps to seek removal of harmful content from online platforms, recognising 
that responses by platforms may vary 

— communicating with affected families 

— planning for the possibility that harmful content may reappear after removal 

— provision of wellbeing support 

The next edition of the Privacy Manual will include changes to cover these matters and provide 
updated template notices and policies. 
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